
Every organization depends on 
information to operate its business 
successfully. However, misuse of the 

same by internal users or attacks by intruders 
from outside poses a considerable risk to the 
organization leading to fraud, blackmail, and 
reputational, regulatory, or financial damages. 

CyberShelter comes exactly with this 
understanding and experience of solving such 
challenges. Our deep experience in data 
classification and expertise in maximizing the 
benefits of DLP solutions help customers to 
prevent/detect information leakages and data 
breaches. We facilitate businesses with a 

E
Comprehensive Data Classification & DLP Policy Revamping

DATA SECURITY ENHANCEMENT - 
A CYBERSHELTER APPROACH

www.cybershelter.com seamless experience of using the data securely 
and transmitting it to third parties for genuine 
requirements with data-centric security.

Our approach consists of reviewing the current 
maturity of Data Leakage Prevention Controls, 

including the data classification status, DLP 
policies, and effectiveness of data leakage 
controls. We will help the organization to 
revamp its overall data leakage risks through 
remediation measures.
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seamless experience of using the data securely 
and transmitting it to third parties for genuine 
requirements with data-centric security.

Our approach consists of reviewing the current 
maturity of Data Leakage Prevention Controls, 

including the data classification status, DLP 
policies, and effectiveness of data leakage 
controls. We will help the organization to 
revamp its overall data leakage risks through 
remediation measures.

The key activities in the exercise include,

To understand the current status, including sample testing 
of data leakage possibilities and associated risks. It will 
verify the maturity of the Data Classification exercise and 
the policies configured in the DLP solution. Also, the 
CyberShelter will review the existing documentation, 
including Information Security policies, Data Security 
Policies, including Data Leakage Prevention policies, if any. 

GAP ASSESSMENT

Conduct Data Classification based on relevant 
policy/framework. First, Identify the crown jewels of the 
business based on its activities and the industry.  These are 
the essential information assets that need to be protected 
comprehensively. In parallel, conduct a detailed data 
classification exercise for the whole organization. 
Organizational policies, department processes, SOPs, etc., 
will be reviewed in advance to understand the processes 
and potential information assets involved. Submit a draft 
data repository with classification to the respective 
business/department in the pre-designed template.  The 
business will revalidate it with a sign-off in the final version. 

DATA CLASSIFICATION
EXERCISE

Develop/Update the relevant documentation, including the 
policies, procedures, and guidelines. Focus on Data 
Classification policy and framework to be drafted, if not 
existing. Develop Key Performance Indicators and Key Risk 
Indicators relevant to the organization's requirements.

DEVELOP/UPDATE
DOCUMENTATIONS
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Update the DLP policies in alignment with the information 
collected, including classification and samples. Apply the 
updated policies to the DLP solution after following the 
organization's relevant change/release management 
process. The process will ensure tighter DLP blocking, 
Comprehensive Monitoring, and Lesser False positives. 

Establish a Dashboard reporting of the DLP reports Key 
Performance Indicators (KPI) and Key Risk Indicators (KRI). 
We will set up a Data Leakage Testing process with 
well-defined criteria also.

Based on the customer requirements, we can execute one 
or more of the above activities to enhance their overall data 
security controls. 

REPORTING

DLP POLICY/
CONFIGURATION UPDATION


